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About Me

– Academic researcher
– Topics: Binary analysis for security, RE
– Publications: CCS, IJCAI etc
> Security and AI conferences

– CEA: French research institute
– Where? In the south of Paris in France
– PhD/ internships offers : send me an message
> https://gregoiremenguy.github.io/
> https://binsec.github.io/

Here

First time at Recon
> Its awesome



3

The Talk in 30 secs

A glimpse in the black-box deobfuscation journey with Xyntia
> Guiding the synthesis
> The constant values case

Introduction to black-box deobfuscation
> what and why ?

Examples of deobfuscation
> MBA
> Virtualization
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Google play store :
– 25% of apps obfuscated
– 50% of most popular apps

Web apps:
– JS obfuscation
–Web assembly

Military:
– Hainan Island incident
2001

Video games:
– Anti-cheat

Obfuscation
☑️Intellectual property
☣️Thwart analysis

and detection

Deobfuscation
☣️Help malware analysis
☑️Check protections

Obfuscation & Deobfuscation
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Basic Examples of Obfuscation

> Mixed Boolean Arithmetic (MBA) > Opaque predicate

Combined obfuscations
is hard to reverse

int mba( int x, int y ) {
// Computes x * y + x
return (x&y)*(x|y)+(x&~y)*(~x&y)+x;

}

int opaque( int x, int y ) {
if ( x * y = x * y) x * y + x;
else x * y - x;

}

int obfuscated( int x, int y ) {
int a = (x&y)*(x|y)+(x&~y)*(~x&y);
if ( a = x * y) return a + x;
else a - x;

}

Remark
I will mainly talk about
data-flow obfuscation
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Basic Examples of Obfuscation

> Mixed Boolean Arithmetic (MBA) > Opaque predicate

Combined obfuscations
is hard to reverse

int mba( int x, int y ) {
// Computes x * y + x
return (x&y)*(x|y)+(x&~y)*(~x&y)+x;

}

int opaque( int x, int y ) {
if ( x * y = x * y) x * y + x;
else x * y - x;

}

int obfuscated( int x, int y ) {
int a = (x&y)*(x|y)+(x&~y)*(~x&y);
if ( a = x * y) return a + x;
else a - x;

}

Remark
I will mainly talk about
data-flow obfuscation

Deobfuscation immune to standard obfuscation?
> Results must not depend on the syntax of the code
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Solution: Black-Box Deobfuscation

3 Synthesizing simpler expression

2 Sampling I/O

1 Defining a reverse window

x = 0xD142x = 0x7A0Cx = 0x0ABEx = 0xE8B3

f(x) = 0xD144f(x) = 0x7A0Ef(x) = 0x0AC0f(x) = 0xE8B5Obfuscated code

0xD142
0x7A0C
0x0ABE
0xE8B3

0xD144
0x7A0E
0x0AC0
0xE8B5

x f(x) Synthesizer

f(x) = x + 2

Obfuscated binary Region of interest



Semantic specification

What is Program Synthesis ?
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Syntactic specification

E := E + E | E - E | ...
E := V | C
V := x
C := 1

0xD142
0x7A0C
0x0ABE
0xE8B3

0xD144
0x7A0E
0x0AC0
0xE8B5

x f(x)

Here no LLM nor neural nets
> No need for training



Immune to Syntactic Complexity
Black BoxWhite Box
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Lets summarize
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Does not use the syntax
> only input-output observations
> Immune to obfuscation

Goal: simplify local and highly obfuscated code snippets

Help for reverse engineers
> You tell where is the obfuscated part
> It deobfuscates it for you

Core technology : Program synthesis

Black-box deobfuscation



A Glimpse in Black-box Deobfuscation with Xyntia
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Goal of Xyntia: Provide Program Synthesis on Steroids
> For efficient deobfuscation

What is Xyntia ?
> Black-box deobfuscator
> Binary code analysis
> Sampler + Synthesizer
> Open source (LGPL 2.1)

Key Challenge

Get powerful enough
synthesis to handle real
obfuscated code

Problem: SOTA is not
enough

SYNTIA

https://github.com/binsec/xyntia

https://github.com/binsec/xyntia
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Mutation
Perturbation

f(x) = 1
f(x) = x + 2

e(x,y) = 1
f(x,y) = x + 2

∆

– Main search steps:

– Guidance w.r.t., objective function

𝑖 ∈ 𝑆𝑎𝑚𝑝𝑙𝑒𝑠
𝑓(𝑖) −  𝑒(𝑖)

Target expr. output

Candidate expr. output

∆ 𝑓, 𝑒 =  

1 Mutations: keep candidate only if Δ
decreases

2 Perturbations: keep candidate even if Δ
increases

3 Ending condition: if Δ = 0 we found the
solution

Xyntia: Synthesis as an Optimization Problem
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Mutation
Perturbation

f(x) = 1
f(x) = x + 2

e(x,y) = 1
f(x,y) = x + 2

∆

– Main search steps:

– Guidance w.r.t., objective function

𝑖 ∈ 𝑆𝑎𝑚𝑝𝑙𝑒𝑠
𝑓(𝑖) −  𝑒(𝑖)

Target expr. output

Candidate expr. output

∆ 𝑓, 𝑒 =  

1 Mutations: keep candidate only if Δ
decreases

2 Perturbations: keep candidate even if Δ
increases

3 Ending condition: if Δ = 0 we found the
solution

Xyntia: Synthesis as an Optimization Problem

e(x,y) = y

e(x,y) = x+y
e(x,y) = x + y +1



14

Mutation
Perturbation

f(x) = 1
f(x) = x + 2

e(x,y) = 1
f(x,y) = x + 2

∆

– Main search steps:

– Guidance w.r.t., objective function

𝑖 ∈ 𝑆𝑎𝑚𝑝𝑙𝑒𝑠
𝑓(𝑖) −  𝑒(𝑖)

Target expr. output

Candidate expr. output

∆ 𝑓, 𝑒 =  

1 Mutations: keep candidate only if Δ
decreases

2 Perturbations: keep candidate even if Δ
increases

3 Ending condition: if Δ = 0 we found the
solution

Xyntia: Synthesis as an Optimization Problem

e(x,y) = y

e(x,y) = x+y
e(x,y) = x + y +1

e(x,y) = x

e(x,y) = x + 1



15

Mutation
Perturbation

f(x) = 1
f(x) = x + 2

e(x,y) = 1
f(x,y) = x + 2

∆

– Main search steps:

– Guidance w.r.t., objective function

𝑖 ∈ 𝑆𝑎𝑚𝑝𝑙𝑒𝑠
𝑓(𝑖) −  𝑒(𝑖)

Target expr. output

Candidate expr. output

∆ 𝑓, 𝑒 =  

1 Mutations: keep candidate only if Δ
decreases

2 Perturbations: keep candidate even if Δ
increases

3 Ending condition: if Δ = 0 we found the
solution

Xyntia: Synthesis as an Optimization Problem

e(x,y) = y

e(x,y) = x+y
e(x,y) = x + y +1

e(x,y) = x f(x,y) = x + 2

e(x,y) = x + 1
Manipulates only one expression
> no memory exhaustion
> can be easily run in parallel

The search is guided
> does not enumerate all the search space

Xyntia Good properties

Xyntia is full black-box
> Not impacted by standard obfuscation
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Back to our Examples

x * y + xMixed Boolean Arith. (MBA)

Opaque Predicate x * y + x

MBA + Opaque Predicate x * y + x

int mba( int x, int y ) {
return (x&y)*(x|y)+(x&~y)*(~x&y)+x;

}

int opaque( int x, int y ) {
if ( x * y = x * y) x * y + x;
else x * y - x;

}

int obfuscated( int x, int y ) {
int a = (x&y)*(x|y)+(x&~y)*(~x&y);
if ( a = x * y) return a + x;
else a - x;

}
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Have we solved deobfuscation?

Clearly, black-box deobfuscation is powerful

But, it also comes with limitations

Black-box is impacted by semantical complexity
> Some expressions are too hard to synthesize

In such a case, synthesis never ends⏱️

Still some
cool research
to do ❤️
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Example of problem
Tigress example

Expression:
y = x * 1000

Real example from
Snapchat iOS app

Timeout: 1h
cvc4/5
DryadSynth
Syntia
Xyntia

Timeout: 1h
cvc4/5
DryadSynth
Syntia
Xyntia

Expression:
z = x * y * 0x6aa7671b + 0x52f20197

Common limitations
in SyGUS

1 Dedicated deobfuscation
synthesizers
- Syntia
- Xyntia

2 General purpose
synthesizers

- CVC4 / cvc5
- DryadSynth

But there are limitations
– Constant values
– Large expressions



Why ?

19

Mutation
Perturbation

f(x) = 1

e(x,y) = y

e(x,y) = x+y

f(x) = x f(x) = x + 2
e(x,y) = 1 e(x,y) = x f(x,y) = x + 2

∆

e(x,y) = x + 1 – Main search steps:

– Guidance w.r.t., objective function

1 Mutations: keep candidate only if Δ
decreases

2 Perturbations: keep candidate even if Δ
increases

3 Ending condition: if Δ = 0 we found the
solution

𝑖 ∈ 𝑆𝑎𝑚𝑝𝑙𝑒𝑠
𝑓(𝑖) −  𝑒(𝑖)

Target expr. output

Candidate expr. output

∆ 𝑓, 𝑒 =  

e(x,y) = x + y +1



Why ?
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Mutation
Perturbation

f(x) = 1

e(x,y) = y

e(x,y) = x+y

f(x) = xe(x,y) = 1 e(x,y) = x
What iff(x,y) = x + 1000 ?

∆

e(x,y) = x + 1

Problem:
Very unlikely to generate
x + 1 + .... + 1

Search is too heuristic

times 1000

e(x,y) = x + y +1
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News: Search Modulo Inference Rules

Search Modulo Inference Rules (SMIR)1
Combine search-based synthesis with fast
symbolic reasoning
– Automatically elevate candidate solutions
– Guide the search

First evaluation of black-box deobfuscation
at scale on binary-level code blocks

3

Implementation of SMIR on top of Xyntia2
https://github.com/binsec/xyntia

https://github.com/binsec/xyntia
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Mutation
Perturbation

f(x) = xe(x,y) = x f(x,y) = x + 1000
∆

Search Modulo Inference Rules (SMIR)

Inference rule

Inference rule
elevate a “close enough” candidate solution
in a solution, in one step
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Mutation
Perturbation

f(x) = xe(x,y) = x f(x,y) = x + 1000
∆

Inference rule for +

x

y

e(x,y)
f(x,y)

The variance of f(x,y) - e(x,y) equals 0

Solution = e(x,y) + f(0, 0) - e(0, 0)
= e(x, y) + 1000

The solution equals e(x,y) up to an offset

Search Modulo Inference Rules (SMIR)

Inference rule

Inference rule
elevate a “close enough” candidate solution
in a solution, in one step
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Mutation
Perturbation

f(x) = xe(x,y) = x f(x,y) = x + 1000
∆

Inference rule for +

x

y

e(x,y)
f(x,y)

The variance of f(x,y) - e(x,y) equals 0

Solution = e(x,y) + f(0, 0) - e(0, 0)
= e(x, y) + 1000

The solution equals e(x,y) up to an offset

Search Modulo Inference Rules (SMIR)

Inference rule

Inference rules usages

Elevate “close enough” candidate to a
proper solution in one step

Guide the search modulo the rule
Apply also the inference rule to get better candidates
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Our Current Inference Rules

1

2

3

4

5

6

7

Addition

Multiplication

XOR mask

AND/OR mask

Rotation

8

9

𝑒 + 𝑐

𝑒 × 𝑐

𝑒 ⊕ 𝑐

(𝑒 ∧ 𝑐1) ∨ 𝑐2

Log. left shift

𝑟𝑜𝑡𝑎𝑡𝑒(𝑒,𝑐)

𝑒 ≪ 𝑐

Log. right shift 𝑒 ≫ 𝑐

Affine 𝑐1 ⋅ 𝑒 + 𝑐2

Polynomial
𝑘
∑
𝑖=0

𝑐𝑖 ⋅ 𝑒𝑖

In the paper:
– Recipes for creating rules
– Explain how to handle multiple rules
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Back to our Examples

Tigress example

Expression: y = x * 1000

Real example from Snapchat iOS app

Expression: z = x * y * 0x6aa7671b + 0x52f20197

Timeout: 1h
cvc4/5
DryadSynth
Syntia
Xyntia 2021

Xyntia
2025

2ms

Timeout: 1h
cvc4/5
DryadSynth
Syntia
Xyntia 2021

Xyntia
2025

500ms
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Use case: VM handlers
An example with Tigress

Fetch Decode Execute

Bytecodes

Handlers

h1
...
hn

Problem: Handlers can be obfuscated
> How to deobfuscated them ?
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Use case: VM handlers
An example with Tigress

Xyntia Script
starting from 0x1578
explore all
hook 0x15f3 withsample 100haltend

expression: (mem_1<32> + mem_2<32>)simplified: (mem_1<32> + mem_2<32>)smtlib: (bvadd mem_1 mem_2)output: outmem1<32>success: yessynthesis time: 0.000251equiv: yes

Obfuscated with MBA

Ok, so it’s only an addition handler
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Conclusion

Read our research papers
> More details & lot of evaluations

Try Xyntia yourself
> Give us feedback

Xyntia is a new framework for deobfuscation

Interested by Xyntia and black-box deobfuscation ?

Looking for PhD or internships?
> Send me an email

Contact information here:
https://gregoiremenguy.github.io/

It is under active research


