Local network

ssid binsec@ssprew
password binsec@ssprew

Access
ip 10.10.10.254
user guest

password © (leave the field empty)

Or through one of the USB flash drives or from
https://rbonichon.github.io/posts/ssprew-17/

This URL also includes details about use


https://rbonichon.github.io/posts/ssprew-17/
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CONTEXT



SOURCE

int foo(int t) {
inty=t=*t-4&=*t;

switch (y) {
case 0: return 0;
case 1: return 1;
case 2: return 4;
default: return 42;

00000000:
00000004 :
00000008:
0000000cC:
00000010:
00000014 :
00000018:
0000001c:

7f45 4ck6
0201 0100
0000 0000
0000 0000
0200 3e00
0100 0000
2054 4100
0000 0000

BINARY

.ELF

TA.

ASSEMBLY

addl $2, %eax
movl %eax, 12(%esp)
jmp L3
L2:
movl $5, 12(%esp)
L3:
movl 12(%esp), %eax
subl $4, %eax







SHOULD YOU BLINDLY TRUST ...
<.

pg Visual Studio

%FFmpeg K
OpenSSL
?SQLite




WHAT IS PRINTED HERE ?

#include "stdio.h"

long foo(int *x, long =*y) {
#X = 0;
*y = 13
return =*Xx;

}

int main(void) {
long 1;
printf("%ld\n", foo((int =) &1, &1));
return 0;

}



-00
-01
-02
-03

BINARY CODE DOESN'T LIE

gcc 7.2.0
1

1
0
0

clang 5.0
1

0
0
0



COTS / LEGACY

&

Emergency
. Rescue




WHY IS IT HARD ?

Code-data confusion
No specifications
Raw memory, low-level operations
Code size

# architectures



BINARY-LEVEL SECURITY ANALYSIS IS

NECESSARY

VERY CHALLENGING

STANDARD (SYNTACTIC) TOOLS ARE

NOT ENOUGH



SEMANTIC PROGRAM ANALYSIS

Used succesfully in safety-critical systems

SEMANTICS
Is preserved by can reason about sets
compilation of execution
Is preserved by find rare events
obfuscation prove and simplify

thus cannot be hidden



ABOUT

Is an analysis platform for binary code
Main goal

Adapt formal methods used for safety on source code
to advance security on binary executable

10



APPLICATION FIELDS

VULNERABILITY DETECTION
MALWARE ANALYSIS

CODE VERIFICATION

"
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CFGBuilder

BINSEC

BINSEC

SASSE

APE
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SOFTWARE

March 2017

50 klocs
OCaml

LGPL
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OVERVIEW OF ARCHITECTURE
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BINSEC

EXPLORE
PROVE
SIMPLIFY
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DYNAMIC BITVECTOR AUTOMATA



QUALITIES OF A GOOD IR

Small

Well-behaved

(semantics, typing)
Extensible

Flexible



SYNTAX

Instructions

<1> :=

<lv> := <e>

goto <e>

if <e> then goto <addr>
else goto <addr>

nondet <lv>

undefined <lv>

<logical>

<logical> :=
| assert <e>
| assume <e>

Expressions

<lv> :=
| <var>
| <var>{lo, hi}
| @[<e>]

<e> <bop> <e>
<uop> <e>
@[<e>]

<var>

<cst>

<e

—_— — — — Vv



EXAMPLE

binsec disasm -machdep x86 -decode 0416

[result] 04 16 / add al, 0x16
0: res8 := (eax(32){0,7} + 22(8))

1: OF := ((eax(32){7} = 0(1)) & (eax(32){7} != res8(8){7}))
2: SF := (res8(8) <s 0(8))

3: ZF := (res8(8) = 0(8))

4: AF := ((extu eax(32){0,7} 9) + 22(9)){8}

5: PF := |

((((((((res8(8){0} " res8(8){1}) " res8(8){2}) "
res8(8){3}) " res8(8){4}) " res8(8){5}) "
res8(8){6}) " res8(8){7}))
6: CF := ((extu eax(32){0,7} 9) + 22(9)){8}
: eax{0, 7} := res8(8)
8: goto ({0x00000002; 32}, 0)

~




SEMANTICS IS NOT ALWAYS EASY

After executing shl ecx, 32, is the over-
flow flag OF defined? If so, what is its value?
After executing shl cl, 1, is the overflow
flag OF defined? If so, what is its value?

- R.Rolles, The Case for Semantics-Base Methods
in Reverse Engineering

19



WHAT THE DOC SAYS

The OF flag is affected only on 1-bit shifts. For
left shifts, the OF flag is set to 0 if the most- sig-
nificant bit of the result is the same as the CF flag
(that is, the top two bits of the original operand
were the same); otherwise, it is set to 1. For the
SAR instruction, the OF flag is cleared for all 1-bit
shifts. Forthe SHR instruction, the OF flag is set to
the most-significant bit of the original operand.

- IA-32 Intel Architecture Software Developer’s
Manual, 3-703
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SoLuTIiON shl ecx, 0x20

binsec disasm -machdep x86 -decode c1e120

[result] c1 el 20 / shl ecx, 0x20
: res32 := ecx(32)

: SF := (res32(32) <s 0(32))

: ZF := (res32(32) = 0(32))

1 CF := (ecx(32) << - (1(32))){31}
: OF := \undef

: ecx := res32(32)
: goto ({0x00000003; 32}, 0)

CDLHJ-\UJNHG
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SoLuTioN shl cl, 0x01

binsec disasm -machdep x86 -decode c0el01

[result] c0 el 01 / shl cl, 0x1
: res8 := (ecx(32){0,7} << 1(8))

: SF := (res8(8) <s 0(8))
: ZF := (res8(8) = 0(8))
: CF := ecx(32){7}

: OF := (res8(8){7} "~ CF(1))
: ecx{0, 7} := res8(8)
: goto ({06x00000003; 32}, 0)

CDLHJ-\UJNHG
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ARM EXAMPLE

binsec disasm -machdep arm -decode 060050el

[result] el 50 00 06 / cmp 10, 16
: tmp32_0 := (r0(32) - r6(32))
:onxt_n := (tmp32_0(32) <s 0(32))
:onxt_z := (tmp32_0(32) = 0(32))
:onxt_c := (r0(32) >=u 16(32))

:= (nxt_n(1) ~ (r0(32) <s r6(32)))

nxt_n(1)

nxt_z(1)

nxt_c(1)

nxt_v(1)

: goto ({0x00000004; 32}, 0)

=)

o

N
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VO NOOUHWNR
S
x
-
<
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SEMANTICS IS NOT ALWAYS EASY (PART ||)

Thanks to

KAIST

for uncovering a number of bugs in BINSEC with MeanDiff

2%



YOUR MISSION

to explore your binaries ...




BASIC STATIC DISASSEMBLY




GOALS

Uncover program instructions

Get a static control-flow graph (CFG)

26



FOCUS: LINEAR DISASSEMBLY

At address a Read instruction 1
Compute its DBA encoding
Add it to the CFG

Uncover instruction Add flow information
Add address a + if 1is
sizeof(a) to the

a jump add an edge between 1

worklist and its jump target(s)

a call add edges to its callee and
its linear successor (call returns)

otherwise add an edge to its

linear successor .



DISASSEMBLY MODES

£ linear

£* recursive

£# extended linear (aka linear + recursive)
£ bytewise

28



LIMITATIONS

Does it work ?

Is my CFG : correct ? complete ?

Unprotected (compiled) code
Yes (mostly)

Protected code
It depends ...

29



SYMBOLIC EXECUTION




WHAT IS SYMBOLIC EXECUTION ?

Interpret paths of the program as logical formulas

30



l o=0T=T

l o ={Xx:=Xo,y := Y0,Z:= 2)/o}

[/X ]\ I'=T A2 =X

I'=T A2y #Xo [ X >y + 10 ]\

I'=TA2y =XoAXo> Yo+ 10

F'=TA2Yo=XoAXo <Yo+10 31



NOW WHAT ?

FEASABILITY OF PATH
— [ —
CONSTRAINT SOLVING
e

TEST INPUT

32



CHECKING FEASABILITY

x = input (); (declare-fun x0 () Int)

y = input (); (declare-fun y0 () Int)

zZ =2 % y;

Z == X; (define-fun z0 () Int (% 2 y0))
1 (x >y + 10);

(assert (= z0 x0))
(assert (not (> x0 (+ yo 10))))
(check-sat) ;; sat

(get-model) ;; x0 := 0, yo := 0
(get-value (z0)) ;; z0 := 0

33



DSE

= N N < X

~ 1 [} n 1

DSE

Symbolic execution using a concrete (dynamic)

execution trace

g O; 7/ g() > 10
fQ; /7 f(0) ==
2 xy;

= X;

x >y + 10);

(define-fun x0 () Int 11) ;; concrete
(define-fun y0 () Int @) ;; concrete

(define-fun z0 () Int (* 2 y0))
(assert (= z0 x0))

(assert (not (> x0 (+ yo 10))))
(check-sat) ;; unsat

34



GOAL ORIENTED VS EXPLORATION

SE in effect assesses the reachability of a path.

Repeated applications can be used if you need branch
coverage (test, verification).

35



LET'S PLAY!




MANTICORE CHALLENGE

A classic crackme example from
https://blog.trailofbits.com/2017/05/15/
magic-with-manticore/

The first solution to the challenge that executes
in under 5 minutes will receive a bounty from the
Manticore team.

37


https://blog.trailofbits.com/2017/05/15/magic-with-manticore/
https://blog.trailofbits.com/2017/05/15/magic-with-manticore/

MANTICORE CHECK FUNCTIONS

Char 0 Char 9
int check_char_0(char chr) { int check_char_9(char chr) {
register uint8_t ch = register uint8_t ch =
(uint8_t) chr; (uint8_t) chr;
ch” = 97; ch” = 61;
ch += 41;
if(ch !'= 92) exit(1); ch += 11;
if(ch '= 172) exit(1);
return 1; return 1;
} }
Solution Solution
# Char.chr (92 1xor 97);; # let v = 172 - 11 - 41 in
- : char = '=' Char.chr (v 1xor 61);;
- : char = 'E'

38



BINARY MANTICORE

Let’s check it out with BINSEC!

39



MANTICORE

What about other architectures ?

40



BUG FINDING : GRUB2 CVE 2015-8370

Bypass any kind of authentication

Impact

Elevation of privilege
Information disclosure
Denial of service

Thanks to P. Biondi @ G‘}(!BPBUS

41



CODE INSTRUMENTATION

int main(int argc, char =argv[])
{
struct {
int canary;
char buf[16];
} state;
my_strcpy(input, argv[1l);
state.canary = 0;
grub_username_get(state.buf, 16);
if (state.canary != 0) {
printf("This gets interesting!\n");
}
printf("%s", output);
printf("canary=%08x\n", state.canary);

Can we reach "This gets interesting!"?

42



CODE SNIPPET

static int grub_username_get (char buf[], unsigned buf_size) {
unsigned cur_len = 0;

int key;
while (1) {
key = grub_getkey ();
if (key == '\n' F key == '\r') break;
if (key == '\e') { cur_len = 0; break; }
if (key == '\b') { cur_len--; grub_printf("\b"); continue; }

if (!grub_isprint(key)) continuje
if (cur_len + 2 < buf_size) { bufl[cur_len++] = key;
printf_char (key); }

}
// snip: Out of bounds overwrite
grub_printf ("\n"); zreturn (key != '"\e');

43



OKAY
LET'S
DO
THIS



BACKWARD SYMBOLIC EXECUTION




BACKWARD-BOUNDED SYMBOLIC ANALYSIS

45



ILLUSTRATION

call XX +
cmp edx, [esp + 4] ¢
jnz XX i\

<, movedx 0 incedx S:
mov eax, edx

ret

46



SUMMARIZED VIEW

feasibility queries
infeasibility queries

scaling

SE BB-SE

w .

.
o
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PLAYING WITH BB-SE

BB-SE can help in reconstructing information:

£ Switch targets
£# High-level predicates

£ Unfeasible branches

48






THE TREE SWITCH

char *b = "01"
switch (a) {
case 1: b = "10";

break;

case 12: b = "42";
break;

case 18: b = "93";
break;

case 1024: b = "16";
break;

49



COMPILED VERSION

00000555 89 45 ec mov [ebp + Oxffffffec], eax
00000558 8b 45 fO mov eax, [ebp + Oxfffffffo]
0000055b 83 f8 Oc cmp eax, Oxc

0000055e 74 25 jz 0x585

00000560 83 f8 Oc cmp eax, Oxc

00000563 7f 07 jg 0x56¢

00000565 83 f8 01 cmp eax, Ox1

00000568 74 10 jz 0x57a

0000056a eb 39 jmp 0x5a5

0000056c 83 f8 12 cmp eax, 0x12

0000056 74 1f jz 0x590

00000571 3d 00 04 00 00 cmp eax, 0Ox400

00000576 74 23 jz 0x59b

00000578 eb 2b jmp 0x5a5

50



TREE VIEW

00000558 mov eax, [ebp + OXHTHTO)
0000055b: cmp cax, Oxc.
0000055e: j2 0X585.

(s o) (e o)

|

(o e ) (s o)

oD

(o smvss) (oo )

Tl D)

1
(i) ) (o)
N

(oo e vten) | (oo e o) (o s

[mmuﬁar mov lenpmxmmec].eax)

(oot o) (s e o sty o)

(o)

(s o) (o)

00000535: mov eax, [ebp + Oxlifec]
00000538: movzx eax, [eax]




THE JUMPY SWITCH

switch (a) {

case 1: b = "10";
break;

case 2: b = "42";
break;

case 3: b = "93";
break;

case 4: b = "16";
break;

case 5: b = "25";
break;
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COMPILED VERSION

binsec

080485ac
080485af
080485b6
080485ba
080485bc
080485bf
080485c2
080485c7
080485c9

disasm ~/examples/switch/a.out

fo
f4 08 87 04 08
fo 09

fo
02
87 04 08

mov [ebp + Oxfffffffo], eax

mov [ebp + Oxfffffffs], 0x8048708
cmp [ebp + Oxfffffffol, Ox9

ja 0x804861b

mov eax, [ebp + Oxfffffffo]

shl eax, 0x2

add eax, 0x8048730

mov eax, [eax]

djmp eax ; <dyn_jump>

53



LET'S START




LOW-LEVEL COMPARISONS ARE NOT
ALWAYS WHAT THEY SEEM TO BE ...



SOME LOW-LEVEL CONDITIONS

Mnemonic
ja

jnae

je

jge

jle

Flag

- CF A- ZF
CF

ZF

OF = SF

ZF v OF # SF

cmp Xy

X>uy

X<uy

test x vy
x&y # 0

1

x&y =0
x>0vy2>0

x&y =0V
x<0AYy<O0)
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EXAMPLE ZOO

code high-level condition  patterns
oreax, 0 if eax = 0 then goto ... g

je .

cmp eax, 0 if eax > 0 then goto ... g
ns ...

sar ebp, 1 if ebp < 1then goto ... L

je ..

dec ecx If ecx > 1 then goto ... e

jg ...

57



This can get even more interesting

cmp eax, ebx
cmc
jae ...
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OPAQUE PREDICATES

Definition
A predicate whose branches cannot be both taken by

any execution.
It is a predicate that is either always T or always L.

The simplest

if (x == x + 1) printf ("true\n");
else printf("false\n");

59
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ADVANCED CASE STUDIES




COMBINATIONS

Static analysis + DSE for bug-finding
DSE for malware deobfuscation

Code verification with SE + VA
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LOOKING FOR UAF ?




KEY ENABLER: GUEB

00b8 5400
0812 0000
0540 bfe
5589 e5c
0000 5dc3
00b8 4958€~T000 Sdc3 5389 e583 eq10 c705
48bf 08 0100 0000 a§48 bfee 0§83 f8o9
0f87 002 0000 8bO4 §548 e16b ff edc6
45f7) 00c6 45f8 00c6 45f9 0OC6 Ffa 00c7
BS% bfee 0862 0000..90e9 d961 PEOO C645
f7#1 c645 fEBﬁatSaS f900 c fab1 807d

0 0000 807d

fjfoo 750a c?85 48bf
00 74107 807d fco® g c705 48bf 0e08
046000 807d fcger7a d fbee 74ef
* aégaane :Iah 00e9
8

V 701 c645 fBOO c6 900
"Pceo..740f c705 48| 0eb8

c645
c645] f800
7410f 807d

0eeq 807d
0300 000 fe00 740f c705 48bf
0600 000 0100 00e9
701 c645 c645 f901 8y7d

fdee 7s5ef 48bf 0e08 O e%d
o
d

00e9 0000 c645 f701 c645
c645 f900 (645\2 807d f(ﬂﬂp
ffoe 750a c705 48 0ed8 07 00 807d
05

fc00 7415 807d ffeO 48bf 0e08
0600 0000 e99%¢ 0000 00e9 9900 0000 c645
701 c645 fBOO c645 f900 c645 fa®5 807d
fdee 7410 807d fe®® 750a c705 48bf 0edB
0800 0000 807d fcO® 750a c705 48bf 0edB
0900 0000 807d fe®® 7506 BO7d ffOO 746c
c705 48bf 0e08 0600 0000 ebdb ebd9 c645
701 c645 fBOO c645 f901 c645 fab2 807d
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EXPERIMENTAL EVALUATION

GUEB only
tiff2pdf CVE-2013-4232
openjpeg CVE-2015-8871
gifcolor CVE-2016-3177
accel-ppp

GUEB + BINSEC/SE
libjasper CVE-2015-5221

64



CVE-2015-5221

jas_tvparser_destroy(tvp);

if (!cmpt->sampperx !cmpt->samppery) goto error;

if (mif_hdr_addcmpt(hdr, hdr->numcmpts, cmpt)) goto error;
return 0;

error:
if (cmpt) mif_cmpt_destroy(cmpt);
if (tvp) jas_tvparser_destroy(tvp);
return -1;
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LESSONS LEARNED

In a nutshell
GUEB + DSE is:

@ better than DSE alone
@ better than blackbox fuzzing

O better than greybox fuzzing without seed
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MALWARE COMPREHENSION

| have multiple samples of the same malware, some
obfuscated

Are there evolutions in functionalities between those
samples ?

67



KEY ENABLER: BB-DSE

OVER-APPROXIMATED PATHS

68



EXPERIMENTAL EVALUATION

Ground truth experiments Precision
Packers Scalability, robustness

Case study Usefulness

69



CONTROLLED EXPERIMENTS

Goal
Assess the precision

Opaque predicates — o-tvm Stack tampering — tigess
small k k=16 = no false no false positive
negative, 3.5% errors genuine rets are proved

malicious rets are
single targets

efficient 0.02s /
predicate

70



PACKERS

Goal

Assess the robustness and scalability

I Armadillo, ASPack, ACProtect, ...
£+ Traces up several millions of instructions

O Some packers (PE Lock, ACProtect, Crypter) use these
techniques a lot

@ Others (Upack, Mew, ...) use a single stack tampering
to the entrypoint

71



X-TUNNEL ANALYSIS

Sample 1 Sample 2
# instructions ~ 500k ~ 434k
# alive ~ 280k ~ 230k

> 40% of code is spurious
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X-TUNNEL: FACTS

Protection relies only on opaque predicates

7y —1# X2

@ Only 2 equations
o 2V +3

@ Sophisticated original OPs

interleaves payload and OP
computations

compution is shared
some long dependency chains, up

to 230 instructions

73



VERIFICATION OF A RTOS (WIP)

while(1) {

kernelcode(); 4000 traces of ~ 7k instructions
usercode();

}

Results

A CFG provided memory safety is proven.
1 potential bug found

a set of invariants about values contained in registers
and memory

74



CONCLUSION




WHAT | DID NOT TALK ABOUT

PINSEC

Abstract interpretation
DBA-to-LLVM

C/S Policies
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BINSEC

See you soon on €) for 0.2

& Enhanced CFG construction

£ Better disassembly

£ ARM v7 (with http://unisim-vp.org/)
£ SSE

£ Enhanced SMT support

Wait for 0.3 for 64 bits architectures

76


http://unisim-vp.org/

CHALLENGES AHEAD

User-friendliness

Enhanced combinations of analyses
Address robustness, precision & scalability
Become aw,ﬂ for binary code ?
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iz BINSEC

Semantics to the
Rescue

o
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