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IN A NUTSHELL

A Challenge: malware deobfuscation
A Infeasibility questions are a blind spot of current automated techniques
A We propose an efficient, robust and precise method for them

A Very promising case-studies

BINSTITUT *
, . . W RNST 4
Sébastien Bardin et al. -- S&P 2017 |2 o M o RS




list CONTEXT: MALWARE COMPREHENSION

Ceatech

APT: highly sophisticated attacks The day after: malware comprehension
A Targeted malware A understand what has been going on
A Written by experts A mitigate, fix and clean
A Attack: 0-days A improve defense
A Defense: stealth, obfuscation
A Sponsored by states or mafia T .
USA elections: DNC Hack ..”L =

Goal: help malware comprehension
A Reverse of heavily obfuscated code
A Identify and simplify protections
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CHALLENGE: CORRECT DISASSEMBLY

P
R1l := R2+1
A := @(R1)
ABFFF780BD70686CA101001BDEAS
145634789 ABFFE 5 L
5A2B4 @
145rEDBCADﬁ.CBDAD459TDD3469U1 fEIEE true

3456KAHA30SGETHI45BFFADECADS

0011345

344252FFA H

FFFE254EADDAEEEEFTEEUEUDDDDU “——-__hq___ki R1 := R1+4 h A

A := @(R1) pus
L |
Basic reverse problem
A aka model recovery
A aka CFG recovery
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CAN BE TRICKY! A code i data

A dynamic jumps (jmp eax)

Sections Code Assembly
text (Functions) — L]
|
I ] ] ] ]
nqain ................ —— | | | |
[-1
66N90N66N98I unknown -
66 90 66 90 90 =
[-]
_libe_csu_init < E—
unknown o [[rep retn
Sesspomsessen e ik SessEE——] - ' [
push ebx
fini J —LEMM_Proc ... | sub esp, 8
. : call get_pc[..]
.rodata :fp_ﬁhw, —,!O-Stdm-USEd add ebx, 0x1217
08 B4 84 04 08 Vel add esp, 8
[ET 1B 63 3B 78 00 00 00 04 90 00 00 54 FD FF| Switchjump table pop ebx
.eh_frame_hdr L Lretn
m code m dead bytes m global csts m strings m pointers m other

.'IINSHTUT
CARNOT

.
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CAN BECOME A NIGHTMARE (OBFUSCATION)

Decrypt Decrypt

Obfuscation: make a code
pav'oa% hard to reverse

D004 83F lea
QON060N5 1ea edi, [edirn)

ecx, dword &3315%
D0nL4 0N mou [esp-18hearg 14), esi

00806818 arg 14~ dword ptr 18n = .
00N06 AL Moy esi, [esp-18hearg 20] 2080818 arg 2o~ S otr 23 _
00506650 dec es asnssere e
[oon06 051 lz loc_hOFn72 BOA06S1R ; FUNCTION CHUNK AT SOADSFAZ SIZE 08080810 GYT
i BOMSSEIE ; FUMCTION CHUMK AT BOANAZZ SI2E SS08BRRZ WVI
.

BOLEFAT2 |, STAKT OF FUNMCTION CHuME FOR sub s0sniB] |esonssets mov dword_433100, eax

oouRFA72 00806828 Moy eax, dword_LI3esc

DOLUFAT2 loc AOFNTZ: 5 LphoduleNane 88406025 mov eax, [ecxeeax)

BOLRFAZ2 push duord ptr [ecx-QLan] 00406828 Lnc esi

BONEFATS call gs:Getooul enandlev 0006029 add

S - o A virtualization -
A code overlapping
A opaque predicates

) ) A callstack tampering
eg: 7y -1#X A ¢
: ; e
(for any Va‘lal.;l‘ﬁﬁ:nityi/c;n modular 804g3dl | el on )
80483d6 d
L E_______Ejf)_p__e__i( ____________ 0x40104d mov al, input_buffer[ecx] oxd0107b
: . 01401053 xor al, 0x7d
mov eax, ds:X 80483d7 : add edx, 8 [gxgg:g:g call ReadFile 001055 cap al. data,strlecx) .
mov ecx, ds:Y S X Xor ecx, ecx Did0105h nz Bxd0N0Th You are failure
imul ecx, ecx 80483da ; push edx
imul ecx, 7 | }  TTTTTToooTos o e ff =1 Secuwa
sub ecx, 1 80483db ret y
imul eax, eax i it 0x40105d inc ecx IRTTR 01063 ..
cmp ecx, eax 80483dc .byte{invalid} bunny_s1ope@flare-on. con 0x40105¢ cmp ecx, 0x18 o
jz <dead_addr> | | - e P L PR 0x401061 J1 Oxde104d ) You are success
80483de [...]
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EXAMPLE: OPAQUE PREDICATE

eg: 7y% - 1# x?
: (for any value of x, y in modular
Constant-value predicates arithmetic)
(always true, always false) 7
_ ) _ mov eax, ds:X
A dead branch points to spurious code novex, dsiY
A goal = waste reverser time & efforts imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>
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EXAMPLE: STACK TAMPERING

instr

Alter the standard compilation scheme: 80483d1 call +5
ret do not go back to call )

80483d6 pop edx
. 80483d7 add edx, 8
A hide the real target s0483ida | R
A return site may be spuriouscode | = s Fommmmoosommmmoooomoooooo
80483db : ret
80483dc Dbyte{invalid}
80483de E [...]

Sébastien Bardin et al. -- S&P 2017 |8 @
I



STANDARD DISASSEMBLY TECHNIQUES ARE NOT ENOUGH

Static analysis
A too fragile vs obfuscation
A junk instr, missed instr.

Dynamic analysis
A robust vs obfuscation
A too incomplete
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DYNAMIC SYMBOLIC EXECUTION CAN HELP

int main () { . Under-approximation
int x = input(); PC:=T correct
int y = input(); — relatively complete
- _ . x = inpu
1t 2 =2 % y; y = input() No false alarm
if (Z==X){ Z=2*},Y
if (x >y + 10)
. g :={x = X0, 7y = Vp.2 = 2V}
failure;
z == 1) ;
iuccess, QJ’\PC o For deobfuscation
H = = X .
) =% 1A find new real paths
: ’ A robust
PC:T A2y # % A still incomplete

N *1
u .
PC:=T A2yg=xyg AXxg > yo + 10
PC:=T N2y =xg Axp < yp+10
N
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list YET e WHAT ABOUT | NFEASI BILITY QUES

Ceatech

Prove that something is
always true (resp. false)

o}

Many such issues in reverse

A is a branch dead? ; mp

eax

A does the ret always return to the call?
A have i found all targets of a dynamic jump?

And more

A does this malicious ret always go there?

A does this expression always evaluate to 15?

A does this self-modification always write this opcode?

ﬁ oéloes this self-modification always rewrite this instr.” Not addressed by DSE

A Cannot enumerate all paths
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list OUR CHALLENGE

Ceatech

Check infeasibility questions in obfuscated codes ,
A scale to realistic malware sizes d
A robust to obfuscation such as self-modification :

A precise o
A generic -

\

gbx := eox + 1
eax .= @(ebx)

Rest of the talk:
A opaque predicate
A stack tampering

.
universite
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38 OUR PROPOSAL: BACKWARD-BOUNDED SYMBOLIC EXECUTION

Ceatech

Insight 1. symbolic reasoning
A precision
A But: need finite #paths

Low FP/FN rates in practice
A ground truth xp

cmp edx, [esp+4]

Insight 2: backward-bounded
A pre k(c)=0 =>c is infeasible

2 finite #paths A can miss infeasibility
efficient, depends on k A why: k too small (miss A\-constraints)

A But: backward on jump eax?
%v edx, p inc edx

False negative (FN)

Insight 3: dynamic partial CFG False positive (FP)
A solve (partially) dyn. jumps A wrongly assert infeasibility
A robustness A why: CFG too partial (miss V-constraints)

N . W RN oT =
Sébastien Bardin et al. -- S&P 2017 | 13 o M i R
U




list EXPERIMENTAL EVALUATION

Ceatech

A Controlled experiments (ground truth) ‘ precision
A Large-scale experiment: packers ‘ scalability, robustness
A Case-study: X-tunnel malware —> usefulness

P sl "
. . . CARNOT =
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CONTROLLED EXPERIMENTS

A Goal = assess the precision of the technique

A ground truth Value A CLP (5556) Gel?uine G183) [ T0 [ Eror rate [ Time | avg/query
0 miss 0l miss (FP+FN)/Tot (s) (s)
(FN) (FP) (%)
2 | 0 | 555 | 5182 I 0 5175 %0 0.008
) . . L — L s | 9 0.009
. _ . , 120 | 0011
A Experiment 1 opaque predicates (o-llvm) A Very precise résults | oon
A 100 core utils, 5x20 obfuscated codes A Seems efficient E
A k=16: 3.46% error, no false negative S e e
40 | 5548 | 8 [ 4523 | e60 | 39 6.22 145 | 0107
A robust to k 50 | 5544 | 12 | aass | 725 | 79 6.86 2025 | 0.189
A EﬁICIent: O.OZS / query runtime genuine runtime violation
Sample #rot T proved prm:jed drot T prow;led proved
. . . genuine al al single
A Experiment 2: stack tampering (tigress)  —————
A 5 obfuscated codes, 5 core utils mbmeson | 6 | 6 | a0 | v | o | 1
. - mat-mult 3
A almost all genuine ret are proved (no false positive) matmen || 0 | 0 | o0 | 2 | s | 1o
A . non-obfuscated programs
A many malicious ret are proved « single-targets » z o T m [0 o
dir 35 35 35/0 0
mktemp 21 20 20/0 0
od 21 21 21/0 0
vdir 49 43 43/0 0
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CASE-STUDY: PACKERS

opaque predicates call stack tampering

packers . tith OK OP OK tamper

?DbSI:I)dlukm ACProtect v2.0 i 1.8M i : : : i @ i 0 i e
ac E : : : l :
Win U‘E“"‘k ASPack v2.12 sk || Thetechnique scale |, | ,

Exorens P Compac . . on significant traces | : '
Armapgkklako Crypter v1.12 E @’:’/'1 : : : : / 24 '
El:clgr?tgctor R A ' 5 | .

rotec S ! I | ,
TELockSVK Expressor j 63K+ 1 A 1] Many true positives. | :
Yodass Crypter - L eak | / ., 1| Some packers are i 6 | -
Néolite i i .l using it intensively |- ;
gspérJOlEBOX Mew | 59K /:/ 1o4b o1 1 1 28 | i : D
cprter g"d“”izm PE Lock : 2.3M : 1 : 1 e : = : l 3

PS 2cK, ISR | () |
npacEpEI S?)in Lok ' AL ' ! ' ' | Packers using retto |~ “o°
Setisoft g Themlda TELock vO.51 i 406K i . i 1 perform the ﬂnal tall "'i_ - E @

Pack | | | transition to the : :
MysticVMProtect Upack v0.39 CrHEer b b entrypoint W

Packers: legitimate software protection tools

(basic malware: the sole protection)
'IINSTITUT
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CASE-STUDY: THE XTUNNEL MALWARE (part of DNC hack)

Two heavily obfuscated samples
A Many opaque predicates

Goal: detect & remove protections
A Identify 50% of code as spurious
A Fully automatic, < 3h

C637 Sample #1 99B4 Sample #2
>
bared #total instruction | 505,008 434143
Halive | 4279483 +241177
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